
 

 
AHCCCS CONTRACTOR OPERATIONS MANUAL 

CHAPTER 100 – ADMINISTRATION 

 

108 – Page 1 of 4 
 

108 - AHCCCS SECURITY RULE COMPLIANCE 
 
EFFECTIVE DATES:  10/01/13, 07/01/16, 10/01/18, 9/26/25 
  
APPROVAL DATES:    01/16/14, 04/28/14, 02/04/16, 07/11/18, 07/30/25 

  
I. PURPOSE 

 
This Policy applies to ACC, ACC-RBHA, ALTCS EP/D, DCS CHP (CHP), and DES DDD (DDD) Contractors.  This 
Policy establishes requirements for the Contractor and subcontractors to comply with the AHCCCS Security 
Rule. 
 

II. DEFINITIONS 
 
Refer to the AHCCCS Contract and Policy Dictionary for common terms found in this Policy.  
 
For purposes of this Policy, the following terms are defined as:  
 

BREACH 
 
 
 

 The acquisition, access, use, or disclosure of protected health 
information in a manner not permitted which compromises 
the security or privacy of the protected health information as 
specified in 42 CFR 164.402. 

 
III. POLICY 
 

A. DATA SECURITY AUDIT 
 
The Contractor and its subcontractors (delegated agreements with Managed Care Organizations) 
shall develop policies and procedures to ensure the privacy of Protected Health Information (PHI), 
the security of electronic P H I, and provide breach notification to AHCCCS and AHCCCS members.  
 
The Contractor and its subcontractors delegated agreements with Managed Care Organizations 
(MCOs) are required to have a Security Audit (SA) performed by an independent third-party on an 
annual basis.  If a Contractor performs in multiple AHCCCS Lines Of Business (LOB), one 
comprehensive SA may be performed covering all systems for all LOBs or separate SA(s) may be 
performed.  
 
The SA shall include, at a minimum: 
 
1. A review of Contractor compliance with all security requirements as specified in Attachment A. 
 
 
 
 
 
 

https://www.azahcccs.gov/Resources/Downloads/ContractAndPolicyDictionary.pdf
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2. A review of Contractor policies and procedures to verify that appropriate security requirements 
have been adequately incorporated into the Contractor’s business practices, and the production 
processing systems.  The Contractor’s policies and procedures shall include the requirements for 
the Health Information Portability and Accountability Act (HIPAA) breach notification rule, 45 CFR 
164.400-414. 

 
It is anticipated that SA’s performed in the second and subsequent years of the Contract will 
also address the remediation of prior findings, and system and policy changes identified since 
the prior SA. 

 
B. AHCCCS SECURITY RULE COMPLIANCE SUMMARY CHECKLIST 
 

The AHCCCS Security Rule Compliance Summary Checklist shall be submitted as specified in 
Contract, Section F, Attachment F3, Contractor Chart of Deliverables.  The timeframe audited may 
be calendar year, fiscal year, or contract year and shall be noted in the checklist.   
 
The report shall include all findings detailing any issues and discrepancies between the AHCCCS 
security audit checklist requirements and the Contractor’s policies, practices and systems, and as 
necessary, a Corrective Action Plan (CAP).  In addition, the checklist shall include written decisions 
regarding all addressable specifications.   
 
AHCCCS will verify that the required SA has been completed and the approved CAP is in place and 
implemented.   
 
AHCCCS does not intend to release detailed SA reviews; however, may at its discretion, release a 
summary level of results. 

 
C. AHCCCS SECURITY RULE COMPLIANCE SUMMARY CHECKLIST  
 

1. Instructions 
 
Attachment A identifies security rule requirements including various CFRs for reference 
related to administrative, physical, and technical safeguards.  The compliance summary 
checklist shall be signed and dated by the Contractor’s Chief Executive Officer (CEO) or their 
designee verifying the information and shall be submitted with the annual report.   

 
2. Implementation specifications:  

a. If an implementation specification is identified as “Required” (indicated with an “R” 
on the Checklist), the specification shall be implemented, 

b. Addressable Specification: The concept of "Addressable” (indicated with an “A” on 
the Checklist) indicates implementation specifications was developed to provide 
covered entities additional flexibility with respect to compliance with the security 
standards.  Addressable implementation specifications are indicated with an “A” on 
the checklist, and/or 

c. In meeting standards that contain “Addressable” implementation specifications, a 
covered entity will do one of the following for each addressable specification: 
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i. Implement the “Addressable” implementation specifications, 
ii. Implement one or more alternative security measures to accomplish the same 

purpose, and/or 
iii. Not implement either an addressable implementation specification or an alternative.  

 
The covered entity shall decide whether a given addressable implementation specification is 
a reasonable and appropriate security measure to apply within its particular security 
framework. A covered entity must adopt an addressable safeguard when doing so is suitable 
and justified based on its specific circumstances.   

 
If the safeguard is not suitable or justified, the entity must document the rationale and 
implement a different solution that effectively achieves the same objective, as long as that 
alternative is also reasonable and appropriate. This decision will depend on a variety of 
factors, such as, among others, the entity's risk analysis, risk mitigation strategy, what security 
measures are already in place, and the cost of implementation.  

 
The decisions that a covered entity makes regarding addressable specifications shall be 
documented in writing.  The written documentation should include the factors considered as 
well as the results of the risk assessment on which the decision was based, including 
supporting documentation when submitting Attachment A.   

 
The review of Attachment A including all supporting documentation is in compliance with the 
Risk Analysis.  The required implementation specification at 45 CFR 164.308(a)(1)(ii)(A), for 
risk analysis, requires a covered entity to, conduct a comprehensive evaluation to identify and 
analyze potential threats and weaknesses that could impact the confidentiality, integrity, or 
availability of electronic protected health information maintained by the covered entity.  

 
The Risk Analysis is the assessment of the risks and vulnerabilities that could negatively impact 
the confidentiality, integrity, and availability of the electronic PHI held by a covered entity, 
and the likelihood of occurrence.   
 
The Risk Analysis may include taking inventory of all systems and applications that are used 
to access and house data and classifying them by level of risk as determined by AHCCCS.  A 
thorough and accurate risk analysis would consider all relevant losses that would be expected 
if the security measures were not in place, including loss or damage of data, corrupted data 
systems, and anticipated ramifications of such losses or damage.  

 
3. The required implementation specification at 45 CFR 164.308(a)(1)(ii)(B), for risk management, 

requires a covered entity to “implement safeguards that are adequate to reasonably and 
appropriately mitigate identified risks and reduce vulnerabilities, in a manner that ensures 
compliance with the general security requirements of the HIPAA Security Rule”.   
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4. Compliance status  
 

If the covered entity is in “Compliance” with the requirement insert a “C” in the column.  If 
the requirement is “Non-Compliant” insert “NC”. 

 
5. Compliance documentation   
 

Included with Attachment A is a list of policies, procedures, and processes used to determine 
compliance with the implementation specification. 
 


